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Preface

Introduction
This document describes how to configure central web authentication (CWA) with wired clients connected to a Ruckus ICX switch
with the help of the Cisco Identity Services Engine (ISE). The details of a Cisco ISE configuration and the Ruckus ICX switch
configuration are shown. Central web authentication offers the possibility of a central device that acts as a web portal (in this
case, Cisco ISE). Globally, if the MAC address of the client station is not known by the RADIUS server, the switch authorizes the
station (by way of MAC authentication) and then redirects the HTTP traffic to the web portal. Once a user logs in to the guest
portal, it is possible by way of Change of Authorization (CoA) to bounce the switch port so that a new Layer 2 MAC authentication
occurs. Cisco ISE remembers the user is a web authentication user and applies Layer 2 attributes (such as dynamic VLAN
assignment) to the user. The IP address of the client PC is refreshed as well.

This guide offers only the instructions to configure external web authentication using Cisco ISE. For other Ruckus-supported
flexible authentication use cases, refer to other Ruckus flexible authentication deployment guides.

Purpose of This Document
The purpose of this deployment guide is to provide an understanding of the Cisco ISE CWA flow and the steps required to
configure and deploy it with a Ruckus ICX switch for web guest authentication. This guide describes the following:

• Cisco ISE configuration for CWA

• Ruckus ICX switch configuration

• Sample Ruckus Network Access Device (NAD) profile

The information in this document is based on the following software and hardware versions:

• Cisco Identity Services Engine (ISE), Release 2.1.0

• Ruckus ICX switch running FastIron 08.0.70

Audience
This document can be used by technical marketing engineers, system engineers, technical assistance center engineers, and
customers to deploy a Ruckus ICX switch with Cisco ISE.

Related Documents
• Ruckus FastIron Security Configuration Guide, 08.0.70

http://docs.ruckuswireless.com/fastiron/08.0.70/fastiron-08070-securityguide/GUID-15DD872A-E999-4D90-9CB4-
C89733A0493B-homepage.html

Document History
Date Part Number Description

October 19, 2017 53-1005286-01 Initial release.

May 20, 2019 53-1005286-02 Updated the document with ICX 08.0.70 and with ISE policy configuration change. The
updated ISE policy change has been tested with both ISE 2.1 and 2.4.
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Overview

Switch Configuration
The Ruckus ICX switch must be configured with MAC authentication, external web authentication, RADIUS, and CoA in order for
CWA to work.

1. Configure RADIUS on the ICX switch.

aaa authentication dot1x default radius 
aaa authorization coa enable
aaa accounting mac-auth default start-stop radius
radius-client coa host <CiscoISE_ip> key <shared_secret>
radius-server host <CiscoISE_ip> auth-port 1645 acct-port 1646 default key <shared_ secret> mac-auth

2. Configure global MAC authentication on the ICX switch.

authentication
 auth-default-vlan <temporary_auth_vlan>
 mac-authentication enable
 mac-authentication enable ethe 1/1/47

3. Configure external web authentication on the ICX switch.

captive-portal brocade
  virtual-ip <CiscoISE_domain_name>                                       
  virtual-port 8443
  login-page <CiscoISE_guest_portal>
............
vlan <temporary_auth_vlan> name <temporary_auth_vlan_name> by port
............
vlan <temporary_guest_vlan> name <temporary_guest_vlan_name> by port
webauth
  captive-portal profile brocade
  auth-mode captive-portal
  trust-port ethernet 1/1/1 <-- uplink port
  enable
............
vlan <final_guest_vlan> name <final_guest_vlan_name> by port
...........
web-management https

Switch Configuration
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ISE Configuration
Cisco ISE configuration consists of creating an authorization profile, creating an authentication rule, and creating an
authorization rule with two policies.

1. Create an authorization profile. Cisco ISE generates a link to access its web portal. The web link must be copied to the
login page portion of the captive portal profile on the switch.

FIGURE 1 Cisco ISE Authorization Profile

ISE Configuration
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2. Create an authentication rule to allow the flow with an unknown MAC address to continue rather than being dropped.

FIGURE 2 Cisco ISE Authentication Policy

ISE Configuration
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3. Create an authorization rule with two policies. One policy is applied before web authentication so the user is moved to
the temporary guest VLAN to perform web authentication. The other policy is applied after web authentication succeeds
so the guest user is moved to the final guest VLAN.

FIGURE 3 Cisco ISE Authorization Rule with Two Policies

FIGURE 4 Cisco ISE Policy Before Web Authentication

ISE Configuration
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FIGURE 5 Cisco ISE Policy After Web Authentication

Sample CWA Flow
This section describes a sample CWA flow. First the client PC connects and performs MAC authentication. Because its MAC
address is not known, Cisco ISE pushes the redirection attributes back to the switch. The user then opens a reachable website

Sample CWA Flow
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and will be redirected to the Cisco ISE guest portal. After successful user login, the switch port connected to the client PC will be
bounced and the user will be successfully authenticated.

1. The PC connects to the Ruckus ICX switch port.

Once the link is connected, the PC will be authenticated by MAC authentication and the PC session will be placed in the
correct VLAN. The CLI output for the Ruckus ICX switch shows the device MAC address, VLAN assignment, and state.

FIGURE 6 Output of Cisco ISE Authentication Process: Overview

Sample CWA Flow
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FIGURE 7 Output of Cisco ISE Authentication Process: Details

Sample CWA Flow
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FIGURE 8 Output of Cisco ISE Authentication Process: Result

2. The PC receives a valid IP address.

Ethernet adapter Local Area Connection 3:

   Connection-specific DNS Suffix  . : englab.brocade.com
   Link-local IPv6 Address . . . . . : fe80::212e:8966:85aa:b350%13
   IPv4 Address. . . . . . . . . . . : 10.176.178.42
   Subnet Mask . . . . . . . . . . . : 255.255.255.0
   Default Gateway . . . . . . . . . : 10.176.178.1

Sample CWA Flow
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3. The PC user opens a web browser and is redirected to the Cisco ISE web guest portal.

FIGURE 9 Cisco ISE Web Guest Portal Sign-On

FIGURE 10 Cisco ISE Output: Overview

Sample CWA Flow
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FIGURE 11 Cisco ISE Output: Authentication Details

FIGURE 12 Cisco ISE Output: Session Events

Sample CWA Flow
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4. After web authentication, the switch port is disabled and then re-enabled.

The following syslog message is received on the switch:

May 21 19:28:41:I:MAC-AUTH: CoA disabled and enabled (flip) the Port 1/1/47

FIGURE 13 Cisco ISE Output: Overview

FIGURE 14 Cisco ISE Output: Authentication Details

Sample CWA Flow
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FIGURE 15 Cisco ISE Output: Other Attributes

Sample CWA Flow
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5. After the switch port is bounced, the PC is authorized by MAC authentication again and the PC session is moved to a new
VLAN.

The CLI output for the Ruckus ICX switch shows the device MAC address, VLAN assignment, and state.

7250-U26#show mac-auth session all
-----------------------------------------------------------------------------------
Port    MAC               IP(v4/v6)            VLAN  Auth      ACL    Session   Age
        Addr              Addr                       State            Time
-----------------------------------------------------------------------------------
1/1/47  5cf3.fc4d.cc02    N/A                  103   Yes       None   7         Ena
7250-U26#

FIGURE 16 Cisco ISE Output: Overview

Sample CWA Flow
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FIGURE 17 Cisco ISE Output: Authentication Details

Sample CWA Flow
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FIGURE 18 Cisco ISE Output: Result

6. The PC receives a new IP address after the PC session is moved to a new VLAN. The PC user can now access the Internet.

Ethernet adapter Local Area Connection 3:

   Connection-specific DNS Suffix  . : brocade.com
   Link-local IPv6 Address . . . . . : fe80::212e:8966:85aa:b350%13
   IPv4 Address. . . . . . . . . . . : 103.0.0.1
   Subnet Mask . . . . . . . . . . . : 255.0.0.0
   Default Gateway . . . . . . . . . : 103.1.1.1

Sample Ruckus NAD Profile
The following figures show a sample Ruckus Network Access Device (NAD) profile.

Sample Ruckus NAD Profile
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FIGURE 19 Network Device Profile

Sample Ruckus NAD Profile
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FIGURE 20 Templates

Sample Ruckus NAD Profile
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FIGURE 21 Attribute Aliasing

FIGURE 22 Permissions

Sample Ruckus NAD Profile
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FIGURE 23 Change of Authorization

Sample Ruckus NAD Profile
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FIGURE 24 Disconnect

Sample Ruckus NAD Profile
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FIGURE 25 Redirect

Summary
This document shows the configurations and steps necessary to configure CWA on Cisco ISE and a Ruckus ICX switch. It also gives
the details of the CWA flow for better understanding and easy deployment of CWA in the existing network infrastructure.

Summary
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